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DETCORDON
Assume the guest
Is already lost.
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02 / EVIDENCE SURVI VES THE GUEST

The compromised guest
does not get to name
the truth.

o OBSERVE

Det ectionOnly HTTP tap records bounded nmetadata; eBPF can add exec, write and connect
telemetry.

o CAPTURE

Extractor sends candidate file bodies outward. The guest cannot query the sink for themlater

o RECOMPUTE

Sink conputes SHA-256 itself. A hostile sender cannot sinply declare a sanple identity

o SEAL

Sanpl es are age-encrypted to the analyst public key and stored by digest: sink writes are

observed
SHA- 256 age
contentidentiy computed at receiver sink stores ciphertext; rivate key elsewhere
SSHSI G nrLs
canonical manifest verfied offine producer certficate binds to source identiy

NDEPENDENT VER! FI CATI ON



03 / EVIDENCE |'S NOT | NTERPRETATI ON

Context can change.
Evidence must not.

s
EVI DENCE / PRESERVED
What the run produced
Redacted events, encrypted sample artifacts, timestamps, source identity, configuration digests, custody lineage,
checksums and detached signature
events. | sonl sanpl es/ <sha256>
mani fest. | son checksuns. txt
bundi e. si g
J
( )
ENRI CHVENT / DER! VED
What helps the analyst decide
ASN/network context, reputation, YARA/AV resullts, clustering, threat-intelligence matches, analyst annotations and
machine summaries.
repl aceabl e i me- sensi ti ve
source-attri but ed inked by di gest
never rewrites observation
(N J

Enrichment may be wrong and still be useful.

It must never be allowed to become the original.

DERI VE

NSTREAM / PRESERVE UPSTREAM




04 / EVI DENCE REACHES A HUVAN

Every handoff is another
chance to verify.

Sandbox -> sink

01
separate host / default-drop guest egress / distinct event/sample channel s / reliable paths can use CA-validated TLS
- Sink -> evidence bundle
sink-conputed digests / age ciphertext / canonical manifest / custody fields / checksums / detached SSHSIG
aE Bundle -> archive / analyst

of fline verification / archive copy verified again / signer trust anchor arrives through a separate channe!



